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Appendix C –Critical Applications and Systems 
 

Critical Applications and Systems 

Application / System Description 

Business Critical 

Ellucian Banner Student Information System 

 
Critical 

VMware vSphere Hypervisor 

Network Infrastructure Network 

Storage Area Network (SAN) Data Storage 
Xtender Document repository and imaging software 

Active Directory Authentication 

DNS (Internal) Domain Name System for the internal network 

DHCP Dynamic Host Configuration Protocol 

Amazon Route 53 Cloud-based service to provide external DNS 

Canvas Learning management system 

Zoom Distance Learning 

Microsoft 365 Email, applications, collaboration 

Google Apps Email, applications, collaboration 

Ellucian Degree Works Academic advising, transfer articulation, degree auditing 

CBORD Payment card system 

BEST Access Systems B.A.S.I.S Lock system 

Veeam Backup solution 

TrueNAS Veeam backup storage 

Webserver UTM Website 

FOLIO Library management system 

Amazon AppStream 2.0 Remote application streaming 

Mosyle Business An enhanced Mobile Device Management solution for Apple devices 

Ellucian Ethos Identity Single Sign-On 
Duo Multi-Factor Authentication 

Touchnet Payment processing 

Barracuda ADC Load balancer 

 


