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Purpose

To establish an announcement (banner) that will be displayed when users log into
devices on the University of Tennessee Health Science Center (UTHSC) network
advising them of the Acceptable Use Policy.

Scope
This practice applies to all UTHSC-owned devices and the UTHSC Workforce who
log into those devices using UTHSC credentials.

Definitions

UTHSC Information Technology (IT) Resource - a broad term for all things related
to information technology from a holistic point of view and covers all University
owned or managed information technology services, including cloud-based services,
that users have access to.

UTHSC Credentials - a combination of an assigned NetID and password.

Users - employees, volunteers, trainees, student employees, paid contractors, or
anyone acting in an official capacity for UTHSC, and other persons whose conduct,
in the performance of work for a covered entity or business associate, is under the
direct control of such covered entity or business associate, whether or not they are
paid by the covered entity or business associate.

Responsibilities

Office of Cybersecurity is responsible for establishing the banner and
implementing it on UTHSC-owned devices on the network.

Users are responsible for adhering to the practice and the security controls set forth
in it.
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Practice
1. The following banner is approved to inform potential users of the Acceptable

Use Policy and rules and restrictions on the use of UTHSC computing devices.

*****WARNING******

This computer system is the property of the University of Tennessee Health
Science Center (UTHSCQC). It is for authorized use only. Users (authorized and
unauthorized) have no expectation of privacy, either explicit or implicit, in any

materials they place or view on this system.

The use of this UTHSC owned device is governed under the policies, standards,
and practices of the University and applicable laws. There is no representation
that any uses of this system will be private or confidential. UTHSC is entitled to
monitor this device (including, but not limited to its use and content). All
systems and files on this device are considered the property of UTHSC.

Unauthorized or improper use of this system may result in administrative
disciplinaryaction and/or civil/criminal action. By continuing to use this system,
you indicate your awareness of and consent to the terms and conditions of use.

Please refer to the full UTHSC and UTSA Acceptable Use Policies for details.

DO NOT LOG ON if you do not agree to the conditions, or you are not an
authorized UTHSC user.

* % %k % % %

** ** *The University of Tennessee Health Science Center

. This banner is displayed before a person logs into a UTHSC-owned device using
their UTHSC credentials.

. Users click “OK” or Enter after reading the banner to log into the device. By
logging in, the user accepts responsibility for adhering to the UTHSC and
University of Tennessee System Administration (UTSA) Acceptable Use policy
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and standard.
4. Exceptions to this practice should be requested using the process outlined in

ITO003-HSC-A.02-Security Exceptions and Exemptions to ITS Standards and

Practices

Policy History

Version # Effective Date

1 03/31/2021

2 05/23/2023

3 03/01/2025 - new naming convention
References

1. ITO110-Acceptable Use of Information Technology Resources
2. ITO003-HSC-A.02-Security Exceptions and Exemptions to ITS Standards and

Practices

3. ITO002-HSC-A-Acceptable Use of IT Resources
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